Help, I’m stuck in FIN_WAIT_2 and I can’t get out

FIN_WAIT_2 is the most misunderstood state in the TCP state machine. It’s blamed for causing servers to fail, wasting system resources, and at least 1 person has claimed that it is the cause of the worldwide IP address shortage. In reality, it’s an innocent bystander, completely at the mercy of its peer at the remote end of the network.

The TCP state machine is defined in RFC-793, see figure 1. It states that from an ESTABLISHED state the machine moves into FIN_WAIT_1 when it sends a TCP packet with a FIN flag, indicating that the local application is finished sending data, to its peer at the other end of the network. The peer's TCP stack should send a packet with the ACK flag, acknowledging the FIN. When the ACK is received the machine moves to FIN_WAIT_2. It then waits for the peer to send a packet with the FIN flag. There is no time limit for when the peer must send its FIN. The FIN will be sent when the remote application on the peer shuts down its side of the socket. So having a connection stuck in FIN_WAIT_2 is an indication of the remote application not closing the connection. This ties up socket resources and the local port. Ordinarily tying up the local port is not a problem but if the local application is a server listening on a well known port and the server is stopped then it will not be able to properly listen on its well known port when its restarted. This typically causes the server to abort execution, but even if the server continues to execute it will not function properly.

While this can be very inconvenient, it is within the specification of the TCP protocol. Never the less this is a very common complaint and all three of Stratus's operating systems address the issue.

In VOS TCP_OS, the issue is addressed in the suggestion OTP-326. Basically, this fix will time out and close a connection in FIN_WAIT_2 after tcpos_maxidle$ half seconds. (If you ask about the use of half seconds I'll have to write another article). The default value for the tcpos_maxidle$ external variable is 1200 (10 minutes). This suggestion was implemented in the following VOS releases:


12.2.1x
12.3.1g
13.2.1j


13.3.1g
13.4

14

However, just having the appropriate VOS release is not enough. Because this is a change in behavior that not everyone may want the VOS engineers decided to require an extra step to activate the change. The external variable tcpos_timefinwait2$ must be set to 1. It must be set before the connection moves into FIN_WAIT_2, changing it after a connection is in FIN_WAIT_2 will have no effect on the connection. Its possible to change the value of tcpos_maxidle$ to reduce the time a connection can remain stuck in FIN_WAIT_2 but doing so will also effect the TCP keepalive timers and I don’t recommend it. You can display the value of tcpos_timefinwait2$ with the analyze_system display request, you can use the set_longword request to set the value to 1.

as:  display tcpos_timefinwait2$

E4E48988  0  00000000                             |....            |

as:  set_longword tcpos_timefinwait2$ 1

addr      from      to

E4E48988  00000000  00000001

as:  display tcpos_timefinwait2$

E4E48988  0  00000001                             |....            |

In VOS STCP there is an external variable named finwait2_timeout. This value corresponds to the maximum number of seconds that a connection can stay in the FIN_WAIT_2 state. Prior to VOS release 14.7 you needed to use the analyze_system requestsdisplay and set_longword to display and change this value

as:  d finwait2_timeout

BEDAE000  0  00000000                             |....            |

as:  set_longword finwait2_timeout 78

addr      from      to

BEDAE000  00000000  00000078

as:  d finwait2_timeout

BEDAE000  0  00000078                             |...x            |

as:

Starting in VOS 14.7.0 the analyze_system request list_stcp_params can be used to display the value and set_stcp_params can be used to change the value. Note that list_stcp_params interprets a value of 0 as off but set_stcp_params requires numeric values so to turn this feature off you must enter a 0.

as:  list_stcp_params finwait2

timeout for FIN_WAIT_2 [0 (off) - 3600]  (finwait2)           120

as:  set_stcp_param finwait2 0

Changing timeout for FIN_WAIT_2 (finwait2)

 from 120 to off

as:  list_stcp_params finwait2

timeout for FIN_WAIT_2 [0 (off) - 3600]  (finwait2)           off

as:

One final note, changing this value WILL affect sockets that are already in the FIN_WAIT_2 state. Because of this I recommend that the setting be kept at off. If a problem with connections remaining in FIN_WAIT_2 state occurs you can clear the sockets by temporarily setting this value to a small number, then resetting it to 0. In addition you can investigate why the remote side is not correctly closing its end of the connection and take corrective action.
FTX made a similar change, documented in FTX bugs F2NET-894 for FTX 2x, F2NET-1381 for FTX 3.1x, 3.2x and 3.3x and F2MTCP-108 for FTX 3.4. The releases

2.3.0.3
2.3.c2
3.2.0.1
3.3

have the fix. Note that the fix is not yet in FTX 3.4. The FTX fix uses the external variable tcp_maxidle to timeout the connections. Like VOS the time is measured in half seconds with a default value of 1200. Again, changing this value will effect the behavior of the FTX keepalive timers and I don’t recommend it. However, the FTX engineers felt that the change was requested so often that no one would object to it and therefore it is the standard behavior in the above releases.

HP-UX made the changes in 10.10 via patch PHNE_6867 and patch PHNE_12906. The patch adds a variable tcp_fin_wait_timer to the kernel. Like VOS and FTX the timer represents the number of half seconds to keep the connection in the FIN_WAIT_2 state before closing it down. The default value is 0, which implies that the connections will not time out. The patches include a script that makes it easy to set the timer variable. I recommend setting it to the same time as tcp_keepstop. tcp_keepstop is the equivalent of the maxidle value in VOS and FTX. You can use nettune to get the tcp_keepstop value. Keep in mind that nettune will display the value in seconds, not half seconds so the value will need to be doubled when setting tcp_fin_wait_timer. Like VOS and FTX the default value of tcp_keepstop is 10 minutes (displayed as 600 seconds by nettune).

HP-UX 10.20 has the timer already in the kernel so no patch is needed but 10.20 does not include the script to change the value of tcp_fin_wait_timer. Since the default value is 0 (never time out) you will need to change the value to get the time out behavior. To change the value you need to use adb and be logged in as root.

# nettune -l tcp_keepstop

tcp_keepstop = 600 default = 600 min = 10 max = 4000 units = seconds

# adb -w /stand/vmunix /dev/kmem

tcp_fin_wait_timer/d

tcp_fin_wait_timer:

tcp_fin_wait_timer:             0

tcp_fin_wait_timer/w 0d1200

tcp_fin_wait_timer:             1200    =       4B0

tcp_fin_wait_timer/d

tcp_fin_wait_timer:

tcp_fin_wait_timer:             1200

$q

#
Unfortunately, HP-UX 11.0 uses a completely rewritten TCP stack, which does not timeout connections in FIN_WAIT_2.

If you have a connection stuck in FIN_WAIT_2 the only thing you can do is terminate the remote application on the peer system. When the application is terminated the peer’s OS should (and I want to stress should) send a packet with either a FIN or a RESET flag. Either one will terminate the connection and free up the socket resources and local port.

                                    Figure 1 – TCP State diagram

                              +---------+ ---------\      active OPEN  

                              |  CLOSED |            \    -----------  

                              +---------+<---------\   \   create TCB  
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                   passive OPEN |     |   CLOSE        \   \           

                   ------------ |     | ----------       \   \         

                    create TCB  |     | delete TCB         \   \       

                                V     |                      \   \     

                              +---------+            CLOSE    |    \   

                              |  LISTEN |          ---------- |     |  

                              +---------+          delete TCB |     |  
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                  -----------   |     |    -------            |     V  

 +---------+      snd SYN,ACK  /       \   snd SYN          +---------+

 |         |<-----------------           ------------------>|         |

 |   SYN   |                    rcv SYN                     |   SYN   |

 |   RCVD  |<-----------------------------------------------|   SENT  |

 |         |                    snd ACK                     |         |

 |         |------------------           -------------------|         |

 +---------+   rcv ACK of SYN  \       /  rcv SYN,ACK       +---------+

   |           --------------   |     |   -----------                  

   |                  x         |     |     snd ACK                    

   |                            V     V                                

   |  CLOSE                   +---------+                              

   | -------                  |  ESTAB  |                              

   | snd FIN                  +---------+                              

   |                   CLOSE    |     |    rcv FIN                     

   V                  -------   |     |    -------                     

 +---------+          snd FIN  /       \   snd ACK          +---------+

 |  FIN    |<-----------------           ------------------>|  CLOSE  |

 | WAIT-1  |------------------                              |   WAIT  |

 +---------+          rcv FIN  \                            +---------+

   | rcv ACK of FIN   -------   |                            CLOSE  |  

   | --------------   snd ACK   |                           ------- |  

   V        x                   V                           snd FIN V  

 +---------+                  +---------+                   +---------+
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   |                rcv ACK of FIN |                 rcv ACK of FIN |  

   |  rcv FIN       -------------- |    Timeout=2MSL -------------- |  

   |  -------              x       V    ------------        x       V  

    \ snd ACK                 +---------+delete TCB         +---------+

     ------------------------>|TIME WAIT|------------------>| CLOSED  |
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