When pings go bad
Security is a wonderful thing but sometimes it gets in the way. Take the case of communication problems between client and server systems. One of the first things I do, and I am sure most people do, is try to ping the server from the client system. Are all the pings getting through? Is the response time within reason? If there is a firewall in the ping packet’s path that is blocking the packet or the response or the server is configured to not to respond to pings then ping becomes worthless as a tool. This has been happening to me more and more over the last year or so. This article will describe a replacement tool that works when ping doesn’t.
I call the tool tping, short for TCP ping. Like ping it reports the response time from the server for each “tping” as well as minimum, average and maximum response times. It also reports the percentage of packets that do not get a response. It works by making a TCP connection instead of using ICMP like ping. As long as the server is listening on some port and the firewall allows the packets to that port through (if it’s not why have the server there in the first pace) then this tool will work. 
Once started it will continuously send out tpings. In order to try to be polite and not be considered some kind of denial of service attack the minimum time between tpings is 1 second. Also once the connection is made it is closed with a reset so that sever resources are freed as soon as possible.  
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Figure 1 – Output from ping and tping
The first column consists of the number of responses, the number of tries and the percentage of responses to tries. The middle column is the minimum, average and maximum response times and the third column is the result of the current try. Note that I count both completed connections and refused connections as successes since in both cases a response is returned by the server.  A refused connection happens when the server is not listening on the requested port and responds with a reset packet. However, Windows does something that throws off the timing calculations at this point. Instead of just returning with a connection failure it tries 3 times with delays between them. The result is that it takes approximately 1 second for a failure indication to be returned to the program. If the timing argument you gave to tping (more on arguments below) was also 1 second what happens is that sometimes the connection is reported as refused and sometimes it is reported as a timeout. (Figure 2).
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Figure 2 – Using a 1 second timeout for a non-listening port
The solution is to use a 2 second delay when you know you are using a port that is not being listened to (figure 3).
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Figure 3 – Using a two second timeout with a non-listening port

You will note also in figure 2 that the min/average/max column is not reported when the connection times out. This is because when there is a timeout the min/average/max statistics are not recalculated.

One more point about the third column. The “connected” or “refused” keyword can be included in 3 different characters parens (), brackets [], or curly brackets {}. The characters indicate the following:

Parens ()
The connect request returned immediately with a response. You may get this if you are tping’ing a host on your local subnet.

Brackets []
The connect request did not return immediately and when it did it indicated that the connection was ready for reading or was refused

Curly Brackets {}
The connect request did not return immediately and when it did it indicated that the connection was ready for writing.

There is no significant difference between [connected] and {connected} the connection can be used for both reading and writing; it’s just a matter of which one is flagged first. If both are flagged at the same time then the brackets [] will be used. This is probably all you will ever see.
The tping program takes 5 or 6 arguments. If you try to run it with an incorrect number of arguments you get a usage message
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Figure 4 – tping usage message

1. host:
Either the host name or the IP address of the target
2. port:
Port number to connect to

3. ping-time
Time between tpings in seconds, minimum is 1 

4. alarm-threshold-time
If no connection after this number of milliseconds generate an alarm. The alarm is a sound. -1 indicates no alarm is to be played.

5. alarm-path
If alarm-threshold-time is > -1 this is the absolute path of a wav file to be played as the alarm.

