Monitoring network statistics under TCP_OS and STCP

In the past I’ve spoken a lot about monitoring the network. I even have a Stratagy presentation (http://noahdavids.org/stratagy/1999_net_admin_4_sysadmins.zip) that talks about it. In that presentation I describe some programs that can parse the netstat statistics output to create a comma separated variable file. The main problem with the program is that it is not very flexible and the setup requires several batch jobs and out files. In this article I’ll describe a much simpler set of programs and processes.

First, I’ll briefly review the reasons it is important to monitor the TCP/IP and interface statistics.

1. In the event that you have some kind of problem and are trying to use the statistics to diagnose it, it is important to have a baseline so you can tell if something that looks significant is a change in behavior or not.

2. In the event that a problem happened several hours (minutes) ago there is an automagic process collecting some statistics that “might” shed light on what happened.

3. As you see the statistics change over time you might spot some trends that will help you plan for the future.

 OK, so how does this work. The following command macro, named gather_stcp_netstats.cm, can be used to gather the statistics for the STCP stack and interfaces using STCP

start_logging stcp_netstat_(date) -append

>system>stcp>command_library>netstat -statistics

>system>stcp>command_library>netstat -interface #k460.m2.4

batch gather_stcp_netstats.cm -privileged -defer_until (date_time + 15 minutes)

You will need to add a “netstat –interface” line for each interface.

For TCP_OS stacks use the macro named gather_tcpos_netstats.cm , it is slightly different reflecting the differences in the TCP_OS netstat command’s arguments.

start_logging tcpos_netstat_(date) -append

>system>tcp_os>command_library>netstat -statistics -display_zeros

>system>tcp_os>command_library>netstat -detail #e2.10.13 -display_zeros

batch gather_tcpos_netstats.cm -privileged -defer_until (date_time + 15 minutes)

The display_zeros argument is needed because the TCP_OS version of netstat will suppress any field that has a zero value. If the value changes to non-zero it will be printed but then the number of lines of data will change.  This will throw off the perl script that I describe below.  Again you will need to add a “netstat –detail” line for each interface used by TCP_OS

Each of these macros logs the output to a file with the current date, so you get one file per day, per TCP stack.

Just having the file so you can look at it is good but there is a lot more than can be done. The netstat.pl perl script at the end of this document can be used to create comma separated variable (CSV) files of the statistics and interface/detail data. The script subtracts the previous values from the current values to create a differences line. Perl is available on VOS in the GNU library. If you don’t have it on VOS then you can download one of the many free or almost free versions of perl for Windows. If you are running some flavor of UNIX you should already have it.. Netstat.pl takes two arguments; the first is either an “s” or “t” to indicate STCP or TCP_OS. The second is either an “s” to indicate that you want to extract the statistics output or the name of a device, without the leading # character. The script reads data from the “standard in” device so to read from a file IO redirection is needed. It also writes to “standard out” so IO redirection is needed to create an out file. For example:

bash-2.04$ perl netstat.pl s k460.m2.4 < stcp_netstat_03-05-18 > stcp_03-05-18.k460.m2.4.csv

Note the prompt “bash-2.04$”, this indicates that I am running the bash shell – which is needed to do the IO redirection. Bash is found in the same place as perl so if you have one you have the other. To enter the bash environment type bash, to exit back to the standard VOS command interpreter type exit.

There is one problem with the parsing done by netstat.pl. It assumes that there are 2 numeric fields per line. This works fine in all cases except the ICMP table in the TCP_OS statistics output. Some of the ICMP messages are labeled by number and not name, that is:

  Type                      Input           Output

  ------------------------  ------------    ------------

  echo reply                          12.          20032.

  #1                                   0.              0.

  #2                                   0.              0.

  destination unreachable              0.          20815.

  source quench                        0.              0.

  routing redirect                     0.              0.

  #6                                   0.              0.

  #7                                   0.              0.

  echo                             20032.              0.

  #9                                   0.              0.

  #10                                  0.              0.

  time exceeded                       11.              0.

You can either edit the files to change the numbers to words, for example 1 to one, two to two, etc. Or just leave it. These messages are almost never used and I guarantee that TCP_OS does not output them so the fact that the output value for these lines is ignored will not cause any problems. There are also some numbers in the labels of the IGMP output of the STCP statistics but since there are still only 2 numeric fields in those lines the only thing that is screwed up is the labels. 

Here are the first few lines of the stcp_03-05-18.k460.m2.4.csv file

MAC Address: ,:,Device Name: #k,.m,Line Speed : ,  Received frames

+            : ,  Received multicast and broadcast frames  : ,  Received octets

+                         : ,  Transmitted frames                       : ,  Tra

+nsmitted octets                       : ,  LAN Chipset re-initialized

+     : ,  SQE error                                : ,  Transmit ring full

+                  : ,  Transmit frame discarded  late collisions: ,  Transmit f

+rame was deferred              : ,  Transmit frame after a single retry      :

+,  Transmit frame after multiple retry      : ,  Transmit frame discarded  exce

+ssive retry: ,  Receive frame discarded  lack of buffers : ,  Receive frame dis

+carded  improper framing: ,  Receive frame discarded  an overflow     : ,  Rece

+ive frame discarded  bad CRC         : ,  Receive frame discarded  bad address

+    : ,  Receive frame discarded  congestion      : ,

0,0,0,0,0,1152,410,233496,1247,247121,0,0,0,0,0,1,0,0,0,0,0,0,0,0,

0,0,0,0,0,474,369,166733,477,60006,0,0,0,0,0,3,3,0,0,0,0,0,0,0,

0,0,0,0,0,2335,840,1129886,2090,305484,0,0,0,0,0,34,15,0,0,0,0,0,0,0,

0,0,0,0,0,2511,331,1123186,2223,338200,0,0,0,0,0,30,9,0,0,0,0,0,0,0,

0,0,0,0,0,3167,557,1262934,2985,534107,0,0,0,0,0,30,13,0,0,0,0,0,0,0,

The first line is derived from the labels. The rest of the lines are the data. Unfortunately, at this point you have to leave VOS and transfer the data to something that can process a CSV file. I use Microsoft Excel on my PC. Once you load it up into the spreadsheet you will notice that some columns are always 0 these are typically columns corresponding to constants, like line speed. I just delete these columns. I then create a series of graphs. The first set of graphs contains all the columns that I expect to be zero or at most 1 or 2, these are typically errors of some kind. I can easily spot a problem just by glancing at the graph; if anything exceeds my threshold there is a jump in the graph. I also create graphs showing various usage counters. 

The excel macros (stcp_interface, stcp_stats, tcpos_detail, tcpos_stats) also at the end of this document can be used to process the 4 different CSV files. The simplest thing to do is create an XLS spreadsheet and add the macros to it then save it. I named mine netstat.xls. Then open netstat.xls and your CSV files all at once, and with one of the CSV files the active workbook run the macro appropriate for that CSV file. One of the things that each macro does is rename the active sheet to x. I did this so I didn’t have to worry about the name of the sheet. 

There are some sample graphs:
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zeros from stcp_stats
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IP from stcp_stats
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tcp_retrans from stcp_stats
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recv frames from stcp_interface
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octets from stcp_interface

Interpreting the graphs is more art than science. For example note the spike in received octets at the end of the above graph. But if you look at the received frames you’ll notice a much smaller spike. Why, I have no idea but I wouldn’t be at all surprise to find out that someone was doing an FTP.  I use the zeros graphs to try to diagnose problems or at least as a baseline for what is normal when I try to diagnose problems. The received octets and frames are more useful for trend and usage analysis. But when things suddenly go wrong having all this data can help reduce the time it takes to pinpoint the problem, or even make it possible to pinpoint the problem at all.

The excel macros:

' This software is provided on an "AS IS" basis, WITHOUT ANY WARRANTY

' OR ANY SUPPORT OF ANY KIND. The AUTHOR SPECIFICALLY DISCLAIMS ANY

' IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR

' PURPOSE.  This disclaimer applies, despite any verbal representations

' of any kind provided by the author or anyone else.

'

'

Sub stcp_interface()

'

'

    ActiveSheet.Name = "x"

    Range("A:A,E:E,B:B,C:C,D:D").Select

    Selection.Delete Shift:=xlToLeft

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("F:I,M:M,N:N,O:O,P:P,Q:Q,R:R,S:S"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("A:B"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="recv frames"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("C:C,E:E"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="octets"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

End Sub

Sub stcp_stats()

'

'

    ActiveSheet.Name = "x"

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range( _

        "A:B,O:O,Q:S,V:V,X:Z,AD:AH,AK:AL"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    ActiveWindow.LargeScroll ToRight:=-3

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range( _

        "N1:N96"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="tcp-retrans"

    With ActiveChart

        .HasTitle = True

        .ChartTitle.Characters.Text = "  tcpRetransSegs "

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("L:M"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="tcp-segs"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("G:I"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="tcp-opens"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("T:T,W:W"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="udp"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("AC:AC,AI:AJ"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="IP"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

End Sub

Sub tcpos_stats()

'

'

    ActiveSheet.Name = "x"

    Range("BE1").Select

    ActiveCell.FormulaR1C1 = "in echo reply"

    Range("BF1").Select

    ActiveCell.FormulaR1C1 = "out echo reply"

    Range("BG1").Select

    ActiveCell.FormulaR1C1 = "in #1"

    Range("BH1").Select

    ActiveCell.FormulaR1C1 = "out #1"

    Range("BI1").Select

    ActiveCell.FormulaR1C1 = "in #2"

    Range("BJ1").Select

    ActiveCell.FormulaR1C1 = "out #2"

    Range("BK1").Select

    ActiveCell.FormulaR1C1 = "in destination unreachable"

    Range("BL1").Select

    ActiveCell.FormulaR1C1 = "out destination unreachable"

    Range("BM1").Select

    ActiveCell.FormulaR1C1 = "in source quench"

    Range("BN1").Select

    ActiveCell.FormulaR1C1 = "out source quench"

    Range("BO1").Select

    ActiveCell.FormulaR1C1 = "in routing redirect"

    Range("BP1").Select

    ActiveCell.FormulaR1C1 = "out routing redirect"

    Range("BQ1").Select

    ActiveCell.FormulaR1C1 = "in #6"

    Range("BR1").Select

    ActiveCell.FormulaR1C1 = "out #6"

    Range("BS1").Select

    ActiveCell.FormulaR1C1 = "in #7"

    Range("BT1").Select

    ActiveCell.FormulaR1C1 = "out #7"

    Range("BU1").Select

    ActiveCell.FormulaR1C1 = "in echo"

    Range("BV1").Select

    ActiveCell.FormulaR1C1 = "out echo"

    Range("BW1").Select

    ActiveCell.FormulaR1C1 = "in #9"

    Range("BX1").Select

    ActiveCell.FormulaR1C1 = "out #9"

    Range("BY1").Select

    ActiveCell.FormulaR1C1 = "in #10"

    Range("BZ1").Select

    ActiveCell.FormulaR1C1 = "out #10"

    Range("CA1").Select

    ActiveCell.FormulaR1C1 = "in time exceeded"

    Range("CB1").Select

    ActiveCell.FormulaR1C1 = "out time exceeded"

    Range("CC1").Select

    ActiveCell.FormulaR1C1 = "in parameter problem"

    Range("CD1").Select

    ActiveCell.FormulaR1C1 = "out parameter problem"

    Range("CE1").Select

    ActiveCell.FormulaR1C1 = "in time stamp"

    Range("CF1").Select

    ActiveCell.FormulaR1C1 = "out time stamp"

    Range("CG1").Select

    ActiveCell.FormulaR1C1 = "in time stamp reply"

    Range("CH1").Select

    ActiveCell.FormulaR1C1 = "out time stamp reply"

    Range("CI1").Select

    ActiveCell.FormulaR1C1 = "in information request"

    Range("CJ1").Select

    ActiveCell.FormulaR1C1 = "out information request"

    Range("CK1").Select

    ActiveCell.FormulaR1C1 = "in information request repl"

    Range("CL1").Select

    ActiveCell.FormulaR1C1 = "out information request repl"

    Range("CM1").Select

    ActiveCell.FormulaR1C1 = "in address mask request"

    Range("CN1").Select

    ActiveCell.FormulaR1C1 = "out address mask request"

    Range("CO1").Select

    ActiveCell.FormulaR1C1 = "in address mask reply"

    Range("CP1").Select

    ActiveCell.FormulaR1C1 = "out address mask reply"

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range( _

        "C:C,D:D,F:F,G:G,H:H,AL:AL,AM:AM,AN:AN,BG:BG,BH:BH,BI:BI,BJ:BJ"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros-1"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range( _

        "BK:BK,BL:BL,BM:BM,BN:BN,BO:BO,BP:BP,BQ:BQ,BR:BR,BS:BS,BT:BT,BW:BW,BX:BX,BY:BY,BZ:BZ"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros-2"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range( _

        "CA:CD,CV:DA"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros-3"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range( _

        "DE:DE,DG:DM,DQ:DS,DW:DX,DZ:DZ"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros-4"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("A:B"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="UDP"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("I:I,T:T"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="TCP"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("L:L"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="TCP-retrans"

    With ActiveChart

        .HasTitle = True

        .ChartTitle.Characters.Text = "    data packets ("

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("W:W,AA:AA,AC:AC,AE:AE"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="TCP-lost"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("AX:AX,BB:BC"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="TCP-timeouts"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("Q:R,AI:AJ"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="TCP-Windows"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("AO:AP,AT:AT"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="TCP-connections"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("DB:DB,DO:DP"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="IP"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

End Sub

Sub tcpos_detail()

'

'

    ActiveSheet.Name = "x"

    Columns("A:R").Select

    Selection.Delete Shift:=xlToLeft

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("F:I,M:S"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="zeros"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("A:B"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="recv frames"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

    Sheets("x").Select

    Charts.Add

    ActiveChart.ChartType = xlLineMarkers

    ActiveChart.SetSourceData Source:=Sheets("x").Range("C:C,E:E"), PlotBy:=xlColumns

    ActiveChart.Location Where:=xlLocationAsNewSheet, Name:="octets"

    With ActiveChart

        .HasTitle = False

        .Axes(xlCategory, xlPrimary).HasTitle = False

        .Axes(xlValue, xlPrimary).HasTitle = False

    End With

End Sub

The Perl script

#

# This software is provided on an "AS IS" basis, WITHOUT ANY WARRANTY

# OR ANY SUPPORT OF ANY KIND. The AUTHOR SPECIFICALLY DISCLAIMS ANY

# IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR

# PURPOSE.  This disclaimer applies, despite any verbal representations

# of any kind provided by the author or anyone else.

#

$_ = @ARGV [0];

if (!((/^s$/) || (/^t$/)))  # first arg is s for STCP or t for TCP_OS

   {

   print "\n\n";

   print "Usage:\n";

   print "      perl netstat.pl [s|t] [s|NAME] < netstat_file\n\n";

   exit (0);

   }

$type = $_;

$_ = @ARGV [1];

if (length ($_) == 0)

   {

   print "\n\n";

   print "Usage:\n";

   print "      perl netstat.pl [s|t] [s|NAME] < netstat_file\n\n";

   exit (0);

   }

if ($type =~ m/^s$/)

   {

   if (/^s$/)

      {

      $searchfor = "netstat -statistics";

      $numlines = 93;

      }

   else

      {

      $searchfor = "netstat -interface \#" . $_;

      $numlines = 28;

      }

   }

else

   {

   if (/^s$/)

      {

      $searchfor = "netstat -statistics";

      $numlines = 116;

      }

   else

      {

      $searchfor = "netstat -detail \#" . $_;

      $numlines = 42;

      }

   }

$_ = @ARGV [2];

if (length ($_) > 0)    # no third argument

   {

   print "\n\n";

   print "Usage:\n";

   print "      perl netstat.pl [s|t] [s|NAME] < netstat_file\n\n";

   exit (0);

   }

while ($_ = <stdin>)

        {

        if (/$searchfor/)

           {

           last;

           }

        }

for ($x = 1; $x <= $numlines; $x++)

     {

     $_ = <stdin>;

     ($Label1 [$x]) = (m/(^\D*)/x);

     ($Number1 [$x]) = (m/^\D+ (\d*)/x);

     ($Label2 [$x]) = (m/^\D+ \d+ (\D*)/x);

     ($Number2 [$x]) = (m/^\D+ \d+ \D+ (\d*)/x);

     ($Label3 [$x]) = (m/^\D+ \d+ \D+ \d+ (\D*)/x);

     if (length ($Number1 [$x]) > 0)

        {

        $_ = $Label1 [$x];

        if (/^.*\S/)

           {

           tr/,\n/ /;

           print $_ . ",";

           if (length ($Number2 [$x]) > 0)

              {

              $_ = $Label2 [$x];

              tr/,\n/ /;

              print $_ . ",";

              }

           }

        else

           {

           $_ = $Label2 [$x];

           tr/,\n/ /;

           print $_ . ",";

           if (length ($Number2 [$x]) > 0)

              {

              $_ = $Label3 [$x];

              tr/,\n/ /;

              print $_ . ",";

              }

           }

        }

     } # for ($x = 1; $x <= $NumLines; $x++)

print "\n";

do {

   while ($_ = <stdin>)

           {

           if (/$searchfor/)

              {

              last;

              }

           }

   if (length ($_) == 0)

      {

      exit (0);

      }

   for ($x = 1; $x <= $numlines; $x++)

        {

        $_ = <stdin>;

        ($l1) = (m/(^\D*)/x);

        ($n1) = (m/^\D+ (\d*)/x);

        if (length ($n1) > 0)

           {

           ($l2) = (m/^\D+ \d+ (\D*)/x);

           ($n2) = (m/^\D+ \d+ \D+ (\d*)/x);

           ($l3) = (m/^\D+ \d+ \D+ \d+ (\D*)/x);

           $diff1 = $n1 - $Number1 [$x];

           $diff2 = $n2 - $Number2 [$x];

           if (length ($n2) > 0)

              {

              print $diff1 . "," . $diff2 . ",";

              }

           else

              {

              print $diff1 . ",";

              }

           }

        $Number1 [$x] = $n1;

        $Number2 [$x] = $n2;

        }

        print "\n";

   } while (1<2); # loop forever
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