Mapping TCP ports to processes

A request that the CAC gets fairly often is to help identify what process has a particular port attached. The good news is that most of the time there is a simple way to do this. The following procedures are for OS_TCP and STCP. For Windows 2K there are free third party tools that you can download. There are also procedures for doing this for HP-UX 11x but they require proprietary knowledge of the structures in HP-UX so I can’t publish a procedure. I should point out that the OS_TCP and STCP structures are also proprietary and may be changed at any time. These procedures work for VOS releases 12.4 thru 14.4.1. I don’t expect that they will stop working any time soon but I cannot predict the future.

OS_TCP:

1) Do a “netstat –nAa”. Both the upper case “A” and lower case “a” are needed. The lower case “a” will display the listening sockets and the upper case “A” will display the protocol control block pointer. 

netstat -nAa

Active Internet connections (including servers)

PCB      Proto Recv-Q Send-Q  Local Address      Foreign Address    (state)

c0c63040 tcp        0      0  *,7890             *,*                LISTEN

c0e05040 tcp        0      0  164.152.77.206,23  164.152.77.47,3662 ESTABLISHED

c0d86820 tcp        0      0  *,23               *,*                LISTEN

c0c99040 tcp        0      0  164.152.77.206,23  164.152.77.84,3418 ESTABLISHED

c0cb6820 tcp        0      0  164.152.77.206,400 164.152.77.78,3583 ESTABLISHED

2) Now that we have a protocol control pointer we need to find the socket pointer. Using the chain argument to the dump_tcp_socket analyze_system request we can run through all the socket structures. Using the match feature we can display only the lines that we are interested in. In this case any line containing 3 asterisks, which will hold the socket address, and any line containing the protocol control block address for our socket. What we get is a lot of socket addresses and buried in the list are two lines with the protocol control block address. The socket address we want is immediately preceding the protocol control block lines.

as:  match c0c63040 -or ***; dump_tcp_socket -chain -pcbs

  *** Socket at 0xC119C380 ***

  *** Socket at 0xC119A380 ***

  *** Socket at 0xC119E140 ***

    per-protocol pcb               0xC0C63040

 Tcp Control Block at 0xC0C63040

  *** Socket at 0xC119E5C0 ***

  *** Socket at 0xC119C140 ***

3) Once we have the socket address we can dump it with the dump_tcp_socket analyze_system request. With the –pcbs argument we get the “local port” number and state, so we can make sure this socket is the one we are interested in. (It wouldn’t be the first time someone copied data from the wrong line or transposed some values). The value that we use next is the”event ID”. 

as:  dump_tcp_socket C119E140 -pcbs

  *** Socket at 0xC119E140 ***

    in use                         user_active protocol_active

    socket type                    1 (Stream)

    socket options                 acceptcon

    event ID                       0xC18FEF80
    lock info ptr                  0xC119E280

    available for xfer flag        cleared

    protocol control block         0xC0D37040

    socket address family          2 (Inet)

    so_mbz1                        73

    state flags                    priv

    control flags                  cached

    read mbufs                     0x00000000

    rcvfrom names                  0x00000000

    linger time                    0

    number of accepted conn's      0

    maximum accepted conn's        0

    parent socket (via accept)     0x00000000

    protocol handle                0xC141DD3C

    next socket                    0xC119E5C0

    previous socket                0x00000000

    so_portep                      0x00000000

 Protocol Control Block at 0xC0D37040

    pcb previous                   0xC1421128

    pcb next                       0xC0D37820

    inpcb head                     0xC1421128

    foreign address                0x00000000

    foreign port                   0

    local address                  0x00000000

    local port                     7890       <<<<< local port

    per-protocol pcb               0xC0C63040

    routing entry                  0x00000000

    IP options                     0x00000000

 Tcp Control Block at 0xC0C63040

    connection state               Listening  <<<<<< state

    rexmt shift                    0

    current retransmit value       12

    consecutive dup acks recd      0

    maximum segment size           512

    tcb flags                      cleared

 Send Sequence Variables

    send unacknowledged            0x00000000

    send next                      0x00000000

    send urgent pointer            0x00000000

    window update seq number       0x00000000

    window ack seq number          0x00000000

    initial send seq number        0x00000000

    highest seq number sent        0x00000000

    send window                    0

 Receive Sequence Variables

    receive next                   0x00000000

    receive urgent ptr             0x00000000

    initial receive seq number     0x00000000

    advertised window              0x00000000

    receive window                 0

as:
4) Assuming that the event ID is not null we can dump the event with the dump_et analyze_system request. If you have been living right, the wait_list will contain information that points to the process, in this case Noah_Davids.CAC. 

as:  dump_et C18FEF80

ETE at C18FEF80 for TCP Socket@C119E140 Event

 wait_list:         C18A9CD0 -> C1A57100: Noah_Davids.CAC (login)

 lock:              8000

 flags:             system

 array_slot_ptr:    C101C38C

 event count:       0 (00000000)

 last full count:   0 (00000000)

 pended notify-1's: 0 (00000000)

 status:            00000000

 uid:               0.0000.00000000.00000000.0000.0000

                    (80-01-01 00:00:00 mst)

 ref_cnt:           1

 attach_cnt:        0

 name_len:          25

 terminating_process:    00000000

 ex_ete_ptr:        00000001

as:

5) Next do a “match Noah_Davids; who” to get the process number.  Once the process number is known, you must go to that process using the process command.  Finally, using the trace command, you can see what the process is doing, which in this case, is running os_tcp_calls.

as:  match Noah_Davids; who

  159  C1A57100  Noah_Davids.CAC

* 457  C1B00000  Noah_Davids.CAC, on CPU0

as:  process 159
Using nonrunning process.

Current process is 159, ptep C1A57100, Noah_Davids.CAC

as:  trace

switch_process       sp: 7FFF54C0  pc: C0012080 (hppa_switch_process+80)

give_up_cpu          sp: 7FFF53C0  pc: C01F87B8 (give_up_cpu_i+1478, line 1206)

suspend_process_event2_real

                     sp: 7FFF52C0  pc: C01F8F00 (suspend_resume_i+640, line 199)

s$$k_wait_event_util_real

                     sp: 7FFF5200  pc: C01F1464 (event+3A64, line 1484)

          On-units at 00000000

wire_and_forward     sp: 7FFF50C0  pc: C00020D8 (mercury_waf_and_sis+D8)

          On-units at 7FFF5040

s$$k_wait_event      sp: 7FFE4580  pc: C0332610 (event_control+3BD0, line 1865)

          On-units at 7FFE44F8

s$k_wait_event_trap  sp: 7FFE4180  pc: C0428CFC (s$k_wait_event+14C (kernel_trap

+_pa+2893C))

kernel_trap          sp: 7FFE4100  pc: C03FF88C (hppa_kernel_trap_support+8C)

          On-units at 7FFE4040

s$k_wait_event       sp: 40003200  pc: C0428BD8 (s$k_wait_event+28 (kernel_trap_

+pa+28818))

s$wait_event         sp: 400031C0  pc: C033A4B4 (task_control+41B4, line 1260)

s$wait_event_glue    sp: 400030C0  pc: E4E1B974 (s$paged_glue+534)

s$tcpip_accept       sp: 400030C0  pc: E4E123E0 (s_tcpip_accept+3E0, line 213)

_accept              sp: 40002F80  pc: 0000A6BC (tcp_runtime+DFC, line 227)

fu_accept            sp: 40002F00  pc: 000047BC (os_tcp_calls+27BC, line 397)

s$start_command_return

                     sp: 40002E40  pc: C0467054 (s_start_command_pa+114)

s$start_command_glue sp: 40002DC0  pc: 00026CC4 (s$paged_glue+184)

s$monitor            sp: 40002DC0  pc: 00025678 (s_monitor+978, line 240)

          On-units at 40002D40

main                 sp: 400026C0  pc: 000043E8 (os_tcp_calls+23E8, line 295)

s$start_c_program    sp: 400025C0  pc: 00014E54 (s_start_c_program+394, line 190

+)

          On-units at 40002550

start_user_program   sp: 40002080  pc: C04668E4 (start_user_program_pa+1E4)

          On-units at C0466820

Trace complete.

as:

6) Of course some people haven’t been living right so the event’s wait_list is null (so it is not displayed). The fact that the wait list is null just means that no application is currently waiting for something to happen to the socket, it is not necessarily an indication of any kind of problem. The only alternative is …

as:  dump_et C18FEF80

ETE at C18FEF80 for TCP Socket@C119E140 Event





<<<<<<<<<<<<<<<<< no wait list

 lock:              8000

 flags:             system

 array_slot_ptr:    C101C38C

 event count:       0 (00000000)

 last full count:   0 (00000000)

 pended notify-1's: 0 (00000000)

 status:            00000000

 uid:               0.0000.00000000.00000000.0000.0000

                    (80-01-01 00:00:00 mst)

 ref_cnt:           1

 attach_cnt:        0

 name_len:          25

 terminating_process:    00000000

 ex_ete_ptr:        00000001

as:
7) … to search all processes for the process with an event attached to the socket. Note that we are back to using the socket address not the event ID address or the protocol control block address. If you have lots of processes you might want to build a command macro, run it as a started process and then search the output with an editor. You will see a list of all the process on the system and then a line with the socket address. The process using this socket is identified on the preceding line.

as:  walk process (string match event_id_table -or socket@C119E140 ';dump_events

+ -attached')

Using nonrunning process.

Current process is 1, ptep C101F1C0, CPU0.Idle (Idle_0)

EVENT_ID_TABLE at 7FFA0140 for Maintenance_Utility.System (Maintenance_Utility)

EVENT_ID_TABLE at 7FFA0C00 for Overseer.System (inetd)

EVENT_ID_TABLE at 7FFA0C40 for Overseer.System (telnetd)

EVENT_ID_TABLE at 7FFA0C80 for Overseer.System (stcp_inetd)

EVENT_ID_TABLE at 7FFA0BC0 for Overseer.System (TPOverseer)

EVENT_ID_TABLE at 7FFA0C00 for Overseer.System (TheOverseer)

EVENT_ID_TABLE at 7FFA0C00 for Overseer.System (BatchOverseer)

EVENT_ID_TABLE at 7FFA0AC0 for root.root (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0680 for root.root (nmbd)

EVENT_ID_TABLE at 7FFA11C0 for root.root (smbd)

EVENT_ID_TABLE at 7FFA0C40 for Apache.SysAdmin (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0C40 for Apache.SysAdmin (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0C40 for Apache.SysAdmin (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0C40 for Apache.SysAdmin (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0AC0 for Apache.SysAdmin (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0AC0 for Apache.SysAdmin (phx_cac_j14)

EVENT_ID_TABLE at 7FFA0140 for PreLogin.System (pre-login)

EVENT_ID_TABLE at 7FFA0D40 for Noah_Davids.CAC (login)

   5        C18FEF80   TCP Socket@C119E140 Event

EVENT_ID_TABLE at 7FFA0E00 for Overseer.System (tcp_telnet_09260614301)

EVENT_ID_TABLE at 7FFA0140 for Dean_Burkholder.SysAdmin (login)

EVENT_ID_TABLE at 7FFA0140 for Noah_Davids.CAC (login)

EVENT_ID_TABLE at 7FFA0140 for Noah_Davids.CAC (login)
At this point you can go back to step 5. On occasion you can be real unlucky and no process turns up. In that case the socket is either owned by the OSL driver or has been transferred by the transfer_socket API call but never picked up. Those sockets can be identified because the “available for xfer flag” is set.

  *** Socket at 0xC119E140 ***

    in use                         user_active protocol_active

    socket type                    1 (Stream)

    socket options                 acceptcon

    event ID                       0xC18FEF80
    lock info ptr                  0xC119E280

    available for xfer flag        set

    protocol control block         0xC0D37040

    socket address family          2 (Inet)

    so_mbz1                        73

    state flags                    priv

    control flags                  cached

    read mbufs                     0x00000000

    rcvfrom names                  0x00000000

    linger time                    0

    number of accepted conn's      0

    maximum accepted conn's        0

    parent socket (via accept)     0x00000000

    protocol handle                0xC141DD3C

    next socket                    0xC119E5C0

    previous socket                0x00000000

    so_portep                      0x00000000

If you execute the “walk process” request without the socket address, i.e.

as:  walk process (string match event_id_table -or socket';dump_events -attached

+')

Using nonrunning process.

Current process is 1, ptep 0031B000, CPU0.Idle (Idle)

EVENT_ID_TABLE at 3FFA50B0 for Diagnostic_Utility.System (Diagnostic_Utility)

EVENT_ID_TABLE at 3FFA5B40 for Overseer.System (TPOverseer)

EVENT_ID_TABLE at 3FFA5AE0 for Overseer.System (LinkServer1)

EVENT_ID_TABLE at 3FFA5AE0 for Overseer.System (LinkServer2)

EVENT_ID_TABLE at 3FFA5AE0 for Overseer.System (LinkServer3)

EVENT_ID_TABLE at 3FFA5AA0 for Overseer.System (NetworkWatchdog)

EVENT_ID_TABLE at 3FFA5EC0 for Overseer.System (TheOverseer)

EVENT_ID_TABLE at 3FFA5EC0 for Overseer.System (BatchOverseer)

EVENT_ID_TABLE at 3FFA5C80 for Overseer.System (tnslsnr.2024.071618165477)

EVENT_ID_TABLE at 3FFA5F00 for Overseer.System (inetd)

   1        40B7F850   TCP Socket@40C11CC0 Event

   2        40C1FFA0   TCP Socket@40C11AE0 Event

   3        40B7F7E0   TCP Socket@40C11900 Event

   4        0057E850   TCP Socket@40C11720 Event

   5        0057E8C0   TCP Socket@40C11540 Event

   6        40C20120   TCP Socket@40C11360 Event

   7        40C20190   TCP Socket@40C11180 Event

   8        40CB4DA0   TCP Socket@40C04AC0 Event

   9        40C20270   TCP Socket@40C10DC0 Event

EVENT_ID_TABLE at 3FFA5F40 for Overseer.System (portmap)

   3        40C25DD0   TCP Socket@40C10BE0 Event

   4        40C25E40   TCP Socket@40C10A00 Event

   5        4114BE80   TCP Socket@40BFFAF0 Event

EVENT_ID_TABLE at 3FFA6030 for Overseer.System (NFS_Server)

   3        40B22110   TCP Socket@40C10820 Event

   4        40C53DB0   TCP Socket@40C04E80 Event

EVENT_ID_TABLE at 3FFA59A0 for root.SysAdmin (tcp_netbios_ns_07161819250)

   1        40B25CE0   TCP Socket@40C10FA0 Event

   2        40C53470   TCP Socket@40C0F1A0 Event

   3        40D79020   TCP Socket@40BFB3B0 Event

EVENT_ID_TABLE at 3FFA6000 for Overseer.System (x25_exchange)

EVENT_ID_TABLE at 3FFA60B0 for Overseer.System (conference_server)

EVENT_ID_TABLE at 3FFA5F00 for Tickle_Server.System (tickle_server)

You will get a list of all the sockets that every process holds. This is useful if the system has reached its socket limit and you need to find out what process has created all the sockets. Remember that this will not show the OSL driver sockets or sockets with the transfer flag set.

One other thing, in newer versions of analyze_system the dump_tcp_socket request has a “–port” argument. As long as there is only 1 socket attached to the port number you can just skip step 1 and use this as an alternative step 2. If there is more than 1 socket you can dump the pcbs as well to determine which socket you are interested in.

as:  dump_tcp_socket -port 7890
dump_tcp_socket: chaining may cause unreliable results on a live module.

  *** Socket at 0xC11A2C80 ***

    in use                         user_active protocol_active

    socket type                    1 (Stream)

    socket options                 acceptcon

    event ID                       0xC18FEF80

    lock info ptr                  0xC119E280

    available for xfer flag        cleared

    protocol control block         0xC0D37040

    socket address family          2 (Inet)

    so_mbz1                        73

    state flags                    priv

    control flags                  cached

    read mbufs                     0x00000000

    rcvfrom names                  0x00000000

    linger time                    0

    number of accepted conn's      1

    maximum accepted conn's        0

    parent socket (via accept)     0x00000000

    protocol handle                0xC141DD3C

    next socket                    0xC119E5C0

    previous socket                0xC11A2C80

    so_portep                      0x00000000

as:
STCP:
1. Do a netstat –numeric –all_sockets -PCB_addr. The all_sockets will display all the sockets including the listening sockets. The PCB_addr displays the protocol control block address. I’ve highlighted two sockets, one being used by telnetd and the other by another program, The procedures are slightly different in the two cases.

netstat -numeric -all_sockets -PCB_addr

Active connections (including servers)

PCB       Proto Recv-Q Send-Q  Local Address      Foreign Address    (state)

c180de00  tcp        0      0  *:*                *:*                CLOSED

c17ebc80  tcp        0      0  *:21               *:*                LISTEN

c17dee00  tcp        0      0  *:13               *:*                LISTEN

c17d0c80  tcp        0      0  *:37               *:*                LISTEN

c17c3e00  tcp        0      0  *:901              *:*                LISTEN

c16d2c80  tcp        0      0  *:23               *:*                LISTEN

c16cae00  tcp        0      0  *:2323             *:*                LISTEN

c16c4c80  tcp        0      0  *:1234             *:*                LISTEN

c16bfc80  tcp        0      0  *:5678             *:*                LISTEN

c18ecc40  tcp        0      0  *:80               *:*                LISTEN

c18f9e40  tcp        0      0  164.152.77.203:23  164.152.77.50:4066 ESTABLISHED

c18c09c0  tcp        0      0  164.152.77.203:139 *:*                LISTEN

c18be9c0  tcp        0      0  127.0.0.1:139      *:*                LISTEN

c19f4ac0  tcp        0      0  164.152.77.203:21  164.152.77.47:2681 ESTABLISHED

c16809c0  tcp        0      0  *:20               *:*                LISTEN

c19efc00  tcp        0      0  *:*                *:*                CLOSED

e4e39100  udp        0      0  *:161              *:*

e4e38f80  udp        0      0  *:7                *:*

e4e39000  udp        0      0  *:9                *:*

e4e39180  udp        0      0  *:13               *:*

e4e39200  udp        0      0  *:19               *:*

e4e39280  udp        0      0  *:37               *:*

e4e39300  udp        0      0  *:69               *:*

e4e39380  udp        0      0  *:137              *:*

e4e32a80  udp        0      0  *:138              *:*

e4e32800  udp        0      0  164.152.77.203:137 *:*

e4e32880  udp        0      0  164.152.77.203:138 *:*

ready  14:22:32

2. Streams TCP uses a chain of queues to move the packets from 1 driver to the next. Starting with the PCB address displayed by the netstat command, we can follow the queue pointers to the stream head. Start with the dump_onetcb request. Confirm that the PCB is pointing at the correct socket by looking at the local port and state. Then start with the tcp_qptr and use it to follow the stream q_next pointers until you reach the stream head (null q_next pointer)

as:  dump_onetcb c18be9c0
STCP_version 1

     tcbstructure at               C18BE9C0

*************** STCP TCB @ C18BE9C0                                ************

     flink                         C18F9E40

     plink                         C18C09C0

     tcb_mp                        00000000

     tcb_qptr                      C18BE840
     tcb_state flag                TS_LISTEN    <<<<<< local state

     state                         00004000

                                    ST_WLD

     dev                           13

     work                          0

     tickid                        0

     opt_flag                      1

     laddr                         7F000001

     lport                         139           <<<<<< local port

     fport                         0

     faddr                         00000000

     . . . 

as:  match q_next; dump_stream -queue C18BE840
    q_next    = C18BFE80

as:  match q_next; dump_stream -queue C18BFE80

    q_next    = 00000000

3. Once you reach the stream head display the sth_dvtx value to get the actual stream device and do a who_locked on the device. Don’t forget to confirm 

as:  match sth_dvtx; dump_stream -queue C18BFE80

    sth_dvtx                 = 104 (stcp.m14_15)

as:  ..who_locked #stcp.m14_15

stcp.m14_15:

     Object is write locked by root.root (smbd) on module %phx_cac_j14#m14

          executing smbd.pm.

as:

4. If you don’t find an sth_dvtx entry that means that the connection is a telnetd connection. In that case after reaching the stream head follow the q_ptr in the stream head to the lat_acb structure and from there dump the dvtep pointer to get the device.

as:  dump_onetcb c18f9e40
STCP_version 1

     tcbstructure at               C18F9E40

*************** STCP TCB @ C18F9E40                                ************

     flink                         00000000

     plink                         C18BE9C0

     tcb_mp                        00000000

     tcb_qptr                      C18F9C00
     tcb_state flag                TS_ESTAB

     state                         00000607

     dev                           11

     work                          520

                                    FL_ACK

                                    FL_RTT

     tickid                        0

     opt_flag                      37

     laddr                         A4984DCB

     lport                         23

     fport                         4066

     faddr                         A4984D32

     ir_seq                        1912490195

     rcvseq                        1912491663

     rcvws                         0

as:  match q_next; dump_stream -queue  C18F9C00
    q_next    = C1972C80

as:  match q_next; dump_stream -queue C1972C80

    q_next    = C18F8D80

as:   match q_next; dump_stream -queue C18F8D80

    q_next    = 00000000

as:  match sth_dvtx; dump_stream -queue C18F8D80

as:                                              <<<< no sth_dvtx 

as:  match q_ptr; dump_stream -queue  C18F8D80

    q_ptr     = C1033A80

as:  match dvtep; dump_lat_acb -acb_list C1033A80

dvtep                          C0C5FB40 (stel_8)

as:  ..who_locked #stel_8

stel_8:

     Object is write locked by Noah_Davids.CAC (login) on module

          %phx_cac_j14#m14 executing analyze_system.pm.

as:

ftServer:

There are several third party tools that are available that can tell you what programs are attached to what ports. My favorite is fport from foundstone. It requires no special installation and is simple to use. See http://www.foundstone.com/knowledge/proddesc/fport.html
C:\Temp\temp>fport -?

FPort v1.33 - TCP/IP Process to Port Mapper

Copyright 2000 by Foundstone, Inc.

http://www.foundstone.com

Usage:

        /p       sort by port

        /a       sort by application

        /i       sort by pid

        /ap      sort by application path

Special thanks to Gary Nebbett for light

C:\Temp\temp>fport

FPort v1.33 - TCP/IP Process to Port Mapper

Copyright 2000 by Foundstone, Inc.

http://www.foundstone.com

Pid   Process            Port  Proto Path

876   inetinfo       ->  21    TCP   C:\WINNT\System32\inetsrv\inetinfo.exe

876   inetinfo       ->  80    TCP   C:\WINNT\System32\inetsrv\inetinfo.exe

404   svchost        ->  135   TCP   C:\WINNT\system32\svchost.exe

8     System         ->  139   TCP

876   inetinfo       ->  443   TCP   C:\WINNT\System32\inetsrv\inetinfo.exe

8     System         ->  445   TCP

692   MSTask         ->  1047  TCP   C:\WINNT\system32\MSTask.exe

8     System         ->  1049  TCP

876   inetinfo       ->  1050  TCP   C:\WINNT\System32\inetsrv\inetinfo.exe

1616  OUTLOOK        ->  1144  TCP   C:\PROGRA~1\MICROS~2\Office\OUTLOOK.EXE

1616  OUTLOOK        ->  1148  TCP   C:\PROGRA~1\MICROS~2\Office\OUTLOOK.EXE

1608  MAPISP32       ->  1151  TCP   C:\Program Files\Common Files\System\MAPI\1

033\nt\MAPISP32.EXE

1608  MAPISP32       ->  1155  TCP   C:\Program Files\Common Files\System\MAPI\1

033\nt\MAPISP32.EXE

1616  OUTLOOK        ->  1165  TCP   C:\PROGRA~1\MICROS~2\Office\OUTLOOK.EXE

912   nmserver       ->  2453  TCP   C:\NeXT\NextLibrary\System\nmserver.exe

1508  PW4            ->  2484  TCP   C:\Program Files\Procomm Plus\programs\PW4.

EXE

2284  AtlasControl   ->  3479  TCP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Control.app\AtlasControl.exe

1704  AtlasEdit      ->  3492  TCP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Edit.app\AtlasEdit.exe

1600  AtlasSearch    ->  3493  TCP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Search.app\AtlasSearch.exe

2236  AtlasConfigure ->  3555  TCP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Configure.app\AtlasConfigure.exe

1508  PW4            ->  4066  TCP   C:\Program Files\Procomm Plus\programs\PW4.

EXE

8     System         ->  4164  TCP

8     System         ->  4253  TCP

1508  PW4            ->  4271  TCP   C:\Program Files\Procomm Plus\programs\PW4.

EXE

2000  IEXPLORE       ->  4467  TCP   C:\Program Files\Internet Explorer\IEXPLORE

.EXE

8     System         ->  4482  TCP

1520  aim            ->  4862  TCP   C:\Program Files\AIM95\aim.exe

516   awhost32       ->  5631  TCP   C:\Program Files\pcANYWHERE\awhost32.exe

1716  WinVNC         ->  5801  TCP   C:\Program Files\ORL\VNC\WinVNC.exe

1716  WinVNC         ->  5901  TCP   C:\Program Files\ORL\VNC\WinVNC.exe

516   awhost32       ->  65301 TCP   C:\Program Files\pcANYWHERE\awhost32.exe

516   awhost32       ->  22    UDP   C:\Program Files\pcANYWHERE\awhost32.exe

404   svchost        ->  135   UDP   C:\WINNT\system32\svchost.exe

8     System         ->  137   UDP

8     System         ->  138   UDP

8     System         ->  445   UDP

232   lsass          ->  500   UDP   C:\WINNT\system32\lsass.exe

232   lsass          ->  1027  UDP   C:\WINNT\system32\lsass.exe

168   winlogon       ->  1042  UDP   \??\C:\WINNT\SYSTEM32\winlogon.exe

220   services       ->  1046  UDP   C:\WINNT\system32\services.exe

1520  aim            ->  1092  UDP   C:\Program Files\AIM95\aim.exe

1616  OUTLOOK        ->  1145  UDP   C:\PROGRA~1\MICROS~2\Office\OUTLOOK.EXE

1616  OUTLOOK        ->  1146  UDP   C:\PROGRA~1\MICROS~2\Office\OUTLOOK.EXE

1608  MAPISP32       ->  1152  UDP   C:\Program Files\Common Files\System\MAPI\1

033\nt\MAPISP32.EXE

1608  MAPISP32       ->  1153  UDP   C:\Program Files\Common Files\System\MAPI\1

033\nt\MAPISP32.EXE

1616  OUTLOOK        ->  1567  UDP   C:\PROGRA~1\MICROS~2\Office\OUTLOOK.EXE

876   inetinfo       ->  3456  UDP   C:\WINNT\System32\inetsrv\inetinfo.exe

2284  AtlasControl   ->  3475  UDP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Control.app\AtlasControl.exe

1704  AtlasEdit      ->  3483  UDP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Edit.app\AtlasEdit.exe

1600  AtlasSearch    ->  3489  UDP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Search.app\AtlasSearch.exe

2236  AtlasConfigure ->  3552  UDP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Configure.app\AtlasConfigure.exe

2000  IEXPLORE       ->  4425  UDP   C:\Program Files\Internet Explorer\IEXPLORE

.EXE

516   awhost32       ->  5632  UDP   C:\Program Files\pcANYWHERE\awhost32.exe

912   nmserver       ->  7656  UDP   C:\NeXT\NextLibrary\System\nmserver.exe

912   nmserver       ->  7657  UDP   C:\NeXT\NextLibrary\System\nmserver.exe

2284  AtlasControl   ->  9523  UDP   C:\Program Files\Stratus\Atlas\SCApps\Atlas

Control.app\AtlasControl.exe

