A Quickie Tutorial on the Windows Network Monitor tool

The purpose of this article is to give you enough information to be able to run the “Network Monitor” protocol analyzer that is built into Windows. “Network Monitor” is also known as NetMon. I explain how to start it, build filters so only packets of interest are captured and save the trace so that it can be analyzed offline. You will not become an expert on using NetMon and I don’t say much of anything about actual protocol analysis but you should be able to get a trace for someone else to analyze.

Please report and errors or comments to noah.davids@stratus.com

Steps to running NetMon

1) Starting the Network Monitor (NetMon)

· Select Start/All Programs/Administrative Tools/Network Monitor
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If you are having trouble reading the figures in this article try viewing the document at 150%. Select the View menu option and then “Zoom. . .”. In the Zoom dialog enter 150 in the percent field and then select OK.

2) Selecting  the adapter

· If NetMon has never been used before it will automagically bring up a dialog to let you select the adapter to use. If it has been used before it will start with the last selected adapter. It will identify which adapter is being used in the title line of the “Capture Window (Station Stats)” window. 
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The hexadecimal value is the MAC address of the interface. You can determine which interface that is with the “ipconfig /all” command. It will display the interface name and its MAC address
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· To change adapters select Capture/Networks from the drop down menus 
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· Then expand the “Local Computer” in the “Select a Network” dialog and select an adapter. Note that both physical adapters and virtual adapters are listed. You can identify the actual adapter either from its name (if  the names are meaningful) or from its description and MAC addresses which are listed in the right handle panel
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· What if the adapter you are interested in is not listed? This can happen if the adapter does not have the Network Monitor Driver checked on its Properties sheet. Right click Network Places and select Properties.
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· From the Network and Dial-up Connections window note the drivers that do not appear in the “Select a Network” list. Select the adapter that you are interested in and right click it to bring up its properties sheet.
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· Scroll down the list of items to Network Monitor Driver, it should be unchecked. Click it to check it and then press OK.
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3) Start monitoring

· The simplest way to monitor is to just start by selecting the “start capture” button. I’ll discuss filtering later on.
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· Note that if you have a “Capture (Summary)” window with a previous capture displayed the buttons on the tool bar are completely different and there is no “start capture” button. 
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· To display the tool bar with the “start capture” button either close the “Capture (Summary)” window or select the “Capture Window (Station Stats)” window.
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· If you select the “Capture (Window (Station Stats)” window the “Capture (Summary)” window is still available and can be brought back from the window menu option
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· If you ever want to capture multiple events and have them displayed all at once this is how to do it. 
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· One word of caution. You must actually display the data in a “Capture (Summary)” window before starting a new capture. If you don’t display the data you will lose it.

4) Monitoring Capture

· The “Capture Window (Station Stats)” window provides several useful statistics. First expand and scroll the window so that both the “Captured Statistics” and the “Network Card (MAC) Error Statistics” sections are show in the right hand panel. The “Frames Dropped” will give you an idea of how packets could not be captured. This only comes into play when the traffic rate is very high. If many frames are dropped the trace is probably useless. Unfortunately there is no way to state what is too many. It depends on the problem.
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5) Stopping and displaying the capture

· To stop capturing there are two buttons that become active when doing capturing. The first is just a square. It stops the capture. The second is a square with glasses; it stops the capture and displays it.
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· To display captured data there is a “Display Captured Data” button. This is useful if you have accidentally closed the “Capture (Summary)” window, used the “Stop Capture” button instead of the “Stop and View Capture” button, or have to read in a trace from a file.
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6) Saving the Trace

· Once the capture has been stopped you can save the trace with the File/Save As menu option. The file will have a CAP suffix. You typically want to save the trace before doing anything else, that way it is always available. You will not be able to start a new capture unless you have saved the current one or responded to the query asking if you want to save it.
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Special Considerations

Filters

NetMon will capture all traffic going into or out of the selected adapter. This may result in so much data that the buffer cannot hold all the packets related to the event that you are interested in. One way to prevent this is to not capture everything but only specific packets. That is what a filter does. Typical filters are for IP addresses and UDP or TCP port numbers.

To create a filter you first select the funnel shaped “Filter” button. This will generate a warning message stating that only packets to or from the local computer or broadcast/multicast frames will be captured. Just hit OK
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This first example is building an address filter. Select the filter button and then from the capture filter dialog select the address pairs clause and then the address button. This will bring up the Address Expressions dialog. It is possible that the address that you are looking for is already in this list but I’ll assume you’ll have to add it. Press the “Edit Addresses” button and then the Add button from the Address Database dialog.
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In the address information dialog first select the address type and then IP or Ethernet from the drop down list. Changing this clears the other fields in the dialog so do it first. 
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Then enter the name and an address
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Press the various OK and Close buttons to get back to the “Address Expressions” dialog. You will now see the name you entered in the right had column, select it. Also make sure that the “Both Directions” (<->) direction is selected.  Finally select the local address. Be careful with the local address. You are given all the choices that are on the system, you want to make sure to select the correct one. The correct one is the IP address that corresponds to the interface that you selected. 
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Press OK again and you have the completed filter. Press OK again to get back to the main screen so you can start to capture.
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Now when you capture you will see that the “Frames” value under Network Statistics no longer matches the “Frames” value under Capture Statistics. 
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Stopping the Capture and displaying the trace shows only packets from or to the target address.
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If you want to capture traffic from 2 (or more addresses) you would expect to use the OR operator. But both the AND and OR buttons are grayed out when you select an address.
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The solution is not intuitive (at least to me), just add another address filter.
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The filters are “joined” with an AND, you would expect that only packets going to or from both hosts would be captured. But NetMon seems to know that packets can only go to 1 host and treats this as an OR.
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The “Pattern Match” choice lets you select on just about anything. Typical choices are TCP and UDP port numbers and IP encapsulated protocol.  I give a brief table at the end of this article. 

The first step is to bring up the “Capture Filter” dialog, select the “Pattern Match” option and then press the Pattern button. Once the “Pattern Match” dialog is up you enter the pattern and the offset in the frame. I always use offset “from start of frame” so there is no confusion about which topology header we are talking about 

The following example will match frames with a 0017 (hex) at offset 22 (hex) from the start of the frame. Hex 22 happens to be the location of TCP/UDP source port and 0017 is 23 in decimal, the standard telnet port number, so this filter will match and packet sent by a telnet server using the standard port.
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However, it will NOT match any packet sent by a telnet client to the telnet server. So you will only see part of the packet flow. To get the other part we need another pattern filter.

First we need to tell the system whether to AND or OR the two filters. In this case we want an OR. Select the pattern and then press the OR button
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Notice that it places and OR option before the selected pattern. Now press the “Pattern” button again
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Enter 0017 for the pattern and 24 for the offset. This is the offset for the destination port number in the TCP header.
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This gives us two patterns ORed together
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Note that unlike the address filters ANDing these patterns results in no captured frames since no frame will have both a destination and source port equal to 23 (at least typically). 

With both these filters in place we will capture all frames with a TCP source port of 23 (0017x) or a destination port of 23. Of course we will also capture any frame with a 23 at offset 22 or 24 even if it’s not TCP but in general that will not be a common occurrence.
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Adjusting the buffer and capture frame sizes

The “Capture Buffer Settings” dialog allows you to set the capture buffer size and select how much of the frame you want to capture. You can set a buffer size from 1 MB to 1024 MB. The default is 1 MB.  There is no generally correct answer for an optimal buffer size. It depends on what you are going to capture and how long you are going to have to wait for it. In general 1 MB is probably enough if you reduce the frame size to 64 bytes.  Reducing the frame size is a reasonable choice if you are interested in only the traffic flow and not the actual data. All of a frame’s IP/TCP/UDP headers are contained in the first 64 bytes of a frame.

To bring up the “Capture Buffer Settings” select Capture from the main menu and “Buffer Settings” from the drop down menu. 
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You can now set the amount of a frame you want captured. The most useful settings are full to capture the entire frame and 64 to capture just the Ethernet, IP and TCP headers.
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You can also set the size of the buffer
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Triggers

Triggers are a way of stopping the trace at a pre-defined event. The events are either a pattern observed in the captured frames; the buffer usage reaching a specific threshold or a combination of the two. 

One of the hardest parts of tracing is stopping a trace when something doesn’t happen. For example when you can no longer ping host X stop the trace. To do this I set up a trigger based on the destination IP address of the packet. When my application or whatever is monitoring the ping detects failure it executes a script that sends a ping or a telnet request to that address. I typically use 1.2.3.4 since it is not likely to show up as normal traffic. Note that the trigger is checked only after the packet passes through any capture filters. I have an example script at the end of this article.

To create a trigger, select Capture from the main menu and then Trigger. 
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On the Capture trigger dialog select pattern match, enter the pattern, in this case the destination IP address of 1.2.3.4, the offset of the destination IP address, and then select the “Stop Capture” radio button.
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If a capture filter is also in place you need to extend the filter to include trigger packets. For example let us say that you are capturing just UDP packets. If you filter on just UDP traffic the TCP packet for 1.2.3.4 will not be seen. So the filter must look like this
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When a packet matching the trigger is found the capture stops and displays a message box telling you. Note that when triggering on the destination IP address it is not necessary to get a response and any type of message will work, TCP, UDP or as in the following example ICMP. Be careful however if the destination IP address is local. Before messages are sent to a local address there must be an entry in the ARP cache which means that the local host must be on line, if it is not, there will be no entry in the ARP cache and no message will be sent. That is one of the reasons I use a remote address. This however also has a limitation. There must be a route to this network, typically the default route takes care of this, but again if there is no default route no message will be sent.
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Getting a text file so it is readable on any system

So now you have, its saved as a CAP file but you need to be able to send it someone who doesn’t have anyway to read the CAP file. You cannot save a text copy of the trace but you can print it to a file. First you have to have the capture summary window displayed. Then from the File menu select print.
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Even if no printers are configured on the server you can do this. Select “print to file” On the general tab, then select the Netmon tab.
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On the Netmon tab there are several selections, the simplest thing to do is to accept all defaults EXCEPT select “Expand all levels” instead of “Print same as view”. If you do not care about the actual data then you can also deselect the “Print Hex Data”. If you do care about the hex data be sure to select the appropriate number of hex data lines to print or just select “All”
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What you end with is a file that looks like

Network Monitor trace  Thu 09/23/04 09:11:36  Captur 1.txt

Frame Time Src MAC Addr Dst MAC Addr Protocol Description Src Other Addr Dst Other Addr Type Other Addr

1 0.015625 LOCAL KTI   04D010 TCP .AP..., len:  216, seq: 221202436-221202652, ack: LAB-6500 PV IP

  Frame: Base frame properties

      Frame: Time of capture = 9/23/2004 9:1:25.511

      Frame: Time delta from previous physical frame: 0 microseconds

      Frame: Frame number: 1

      Frame: Total frame length: 270 bytes

      Frame: Capture frame length: 270 bytes

      Frame: Frame data: Number of data bytes remaining = 270 (0x010E)

  ETHERNET: ETYPE = 0x0800 : Protocol = IP:  DOD Internet Protocol

      ETHERNET: Destination address : 0000EF04D010

          ETHERNET: .......0 = Individual address

          ETHERNET: ......0. = Universally administered address

      ETHERNET: Source address : 000347E1B5CE

          ETHERNET: .......0 = No routing information present

          ETHERNET: ......0. = Universally administered address

      ETHERNET: Frame Length : 270 (0x010E)

      ETHERNET: Ethernet Type : 0x0800 (IP:  DOD Internet Protocol)

      ETHERNET: Ethernet Data: Number of data bytes remaining = 256 (0x0100)

  IP: ID = 0x27B; Proto = TCP; Len: 256

      IP: Version = 4 (0x4)

      IP: Header Length = 20 (0x14)

      IP: Precedence = Routine

      IP: Type of Service = Normal Service

      IP: Total Length = 256 (0x100)

      IP: Identification = 635 (0x27B)

      IP: Flags Summary = 2 (0x2)

          IP: .......0 = Last fragment in datagram

          IP: ......1. = Cannot fragment datagram

      IP: Fragment Offset = 0 (0x0) bytes

      IP: Time to Live = 128 (0x80)

      IP: Protocol = TCP - Transmission Control

      IP: Checksum = ERROR: CheckSum is 0x0000, Should be 0x583B

      IP: Source Address = 172.16.1.103

      IP: Destination Address = 164.152.77.50

      IP: Data: Number of data bytes remaining = 236 (0x00EC)

  TCP: .AP..., len:  216, seq: 221202436-221202652, ack:2499664951, win:62979, src: 3389  dst: 1374 

      TCP: Source Port = 0x0D3D

      TCP: Destination Port = 0x055E

      TCP: Sequence Number = 221202436 (0xD2F4804)

      TCP: Acknowledgement Number = 2499664951 (0x94FDDC37)

      TCP: Data Offset = 20 (0x14)

      TCP: Reserved = 0 (0x0000)

      TCP: Flags = 0x18 : .AP...

          TCP: ..0..... = No urgent data

          TCP: ...1.... = Acknowledgement field significant

          TCP: ....1... = Push function

          TCP: .....0.. = No Reset

          TCP: ......0. = No Synchronize

          TCP: .......0 = No Fin

page 1

Network Monitor trace  Thu 09/23/04 09:11:36  Captur 1.txt

Frame Time Src MAC Addr Dst MAC Addr Protocol Description Src Other Addr Dst Other Addr Type Other Addr

      TCP: Window = 62979 (0xF603)

      TCP: Checksum = ERROR: CheckSum is 0xA034, Should be 0x002F

      TCP: Urgent Pointer = 0 (0x0)

      TCP: Data: Number of data bytes remaining = 216 (0x00D8)

**************************************************************************************************

2 0.015625 KTI   04D010 LOCAL TCP .A...., len:    0, seq:2499664951-2499664951, ack PV LAB-6500 IP

  Frame: Base frame properties

      Frame: Time of capture = 9/23/2004 9:1:25.511

      Frame: Time delta from previous physical frame: 0 microseconds

      Frame: Frame number: 2

      Frame: Total frame length: 60 bytes

      Frame: Capture frame length: 60 bytes

      Frame: Frame data: Number of data bytes remaining = 60 (0x003C)

  ETHERNET: ETYPE = 0x0800 : Protocol = IP:  DOD Internet Protocol

      ETHERNET: Destination address : 000347E1B5CE

          ETHERNET: .......0 = Individual address

          ETHERNET: ......0. = Universally administered address

      ETHERNET: Source address : 0000EF04D010

          ETHERNET: .......0 = No routing information present

          ETHERNET: ......0. = Universally administered address

      ETHERNET: Frame Length : 60 (0x003C)

      ETHERNET: Ethernet Type : 0x0800 (IP:  DOD Internet Protocol)

      ETHERNET: Ethernet Data: Number of data bytes remaining = 46 (0x002E)

  IP: ID = 0x52ED; Proto = TCP; Len: 40

      IP: Version = 4 (0x4)

      IP: Header Length = 20 (0x14)

      IP: Precedence = Routine

      IP: Type of Service = Normal Service

      IP: Total Length = 40 (0x28)

      IP: Identification = 21229 (0x52ED)

      IP: Flags Summary = 2 (0x2)

          IP: .......0 = Last fragment in datagram

          IP: ......1. = Cannot fragment datagram

      IP: Fragment Offset = 0 (0x0) bytes

      IP: Time to Live = 127 (0x7F)

      IP: Protocol = TCP - Transmission Control

      IP: Checksum = 0x09A1

      IP: Source Address = 164.152.77.50

      IP: Destination Address = 172.16.1.103

      IP: Data: Number of data bytes remaining = 20 (0x0014)

      IP: Padding: Number of data bytes remaining = 6 (0x0006)

  TCP: .A...., len:    0, seq:2499664951-2499664951, ack: 221202652, win:65535, src: 1374  dst: 3389 

      TCP: Source Port = 0x055E

      TCP: Destination Port = 0x0D3D

      TCP: Sequence Number = 2499664951 (0x94FDDC37)

      TCP: Acknowledgement Number = 221202652 (0xD2F48DC)

      TCP: Data Offset = 20 (0x14)

      TCP: Reserved = 0 (0x0000)

      TCP: Flags = 0x10 : .A....
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Network Monitor trace  Thu 09/23/04 09:11:36  Captur 1.txt

Frame Time Src MAC Addr Dst MAC Addr Protocol Description Src Other Addr Dst Other Addr Type Other Addr

          TCP: ..0..... = No urgent data

          TCP: ...1.... = Acknowledgement field significant

          TCP: ....0... = No Push function

          TCP: .....0.. = No Reset

          TCP: ......0. = No Synchronize

          TCP: .......0 = No Fin

      TCP: Window = 65535 (0xFFFF)

      TCP: Checksum = 0x36B7

      TCP: Urgent Pointer = 0 (0x0)

**************************************************************************************************

3 0.125000 LOCAL KTI   04D010 TCP .AP..., len:  340, seq: 221202652-221202992, ack: LAB-6500 PV IP

  Frame: Base frame properties

      Frame: Time of capture = 9/23/2004 9:1:25.621

      Frame: Time delta from previous physical frame: 109375 microseconds

      Frame: Frame number: 3

      Frame: Total frame length: 394 bytes

      Frame: Capture frame length: 394 bytes

      Frame: Frame data: Number of data bytes remaining = 394 (0x018A)

  ETHERNET: ETYPE = 0x0800 : Protocol = IP:  DOD Internet Protocol

      ETHERNET: Destination address : 0000EF04D010

          ETHERNET: .......0 = Individual address

          ETHERNET: ......0. = Universally administered address

      ETHERNET: Source address : 000347E1B5CE

          ETHERNET: .......0 = No routing information present

          ETHERNET: ......0. = Universally administered address

      ETHERNET: Frame Length : 394 (0x018A)

      ETHERNET: Ethernet Type : 0x0800 (IP:  DOD Internet Protocol)

      ETHERNET: Ethernet Data: Number of data bytes remaining = 380 (0x017C)

  IP: ID = 0x27C; Proto = TCP; Len: 380

      IP: Version = 4 (0x4)

      IP: Header Length = 20 (0x14)

      IP: Precedence = Routine

      IP: Type of Service = Normal Service

      IP: Total Length = 380 (0x17C)

      IP: Identification = 636 (0x27C)

      IP: Flags Summary = 2 (0x2)

          IP: .......0 = Last fragment in datagram

          IP: ......1. = Cannot fragment datagram

      IP: Fragment Offset = 0 (0x0) bytes

      IP: Time to Live = 128 (0x80)

      IP: Protocol = TCP - Transmission Control

      IP: Checksum = ERROR: CheckSum is 0x0000, Should be 0x57BE

      IP: Source Address = 172.16.1.103

      IP: Destination Address = 164.152.77.50

      IP: Data: Number of data bytes remaining = 360 (0x0168)

. . .

Dedicated capture mode

One of the problems with using NetMon remotely is that you sometimes end up tracing the traffic that NetMon is generating. Even if you can filter it out of the capture stream it generates a lot of packets which can impact network performance and affect the very thing you are trying to see. Dedicated capture mode solves this problem by not updating the NetMon screen with statistics.
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Once you select “Dedicated Capture Mode” and start capturing the NetMon window is minimized. If you do expand it you get a simple screen that updates only the number of packets capture. It also has buttons to stop and stop and view the trace.
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Table 1 - Useful offsets for pattern match filters and triggers (see below)

Name




Value

Ethernet protocol


0Cx

IP protocol
17x

IP source address
1Ax

IP destination address
1Ex

TCP/UDP source port
22x

TCP/UDP destination port
24x

Table 2 - Useful values for pattern match filters and triggers

Name




Value


Offset to use

ARP type



0806x


Ethernet protocol offset

IP type




0800x


Ethernet protocol offset

ICMP protocol
01x


IP protocol offset

TCP protocol
06x


IP protocol offset

UDP protocol
11x


IP protocol offset

Ethernet broadcast destination
FFFFFFFFFFFF
offset 0

IP broadcast destination
FFFFFFFF

IP destination offset

telnet port
0017x


TCP/UDP port offset

ftp control port
0015x


TCP/UDP port offset

ftp data port
0014x


TCP/UDP port offset

NetBIOS-SSN
008Bx


TCP/UDP port offset

VBS script that pings 1 host and if it fails will send trigger packet to stop capture

REM === begining of script === 

REM

REM pings a target IP address for a specified number of times and if the lost count is REM greater than 

REM or equal to another specified number another address is pinged. The REM assumption is that this 

REM other address is a trigger to stop a NetMon capture

REM

REM

REM This software is provided on an "AS IS" basis, WITHOUT ANY WARRANTY OR ANY SUPPORT OF ANY KIND. 

REM The AUTHOR SPECIFICALLY DISCLAIMS ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY

REM PARTICULAR PURPOSE.  This disclaimer applies, despite any verbal representations of any kind provided

REM by the author or anyone else.

REM

option explicit

dim TargetIPAddress

dim PingCount

dim FailureCount

dim TriggerIPAddress

dim SleepTime

dim WshShell

dim objFSO

dim objFile

dim FilePath

const ForReading   = 1

const ForWriting   = 2

const ForAppending = 8

dim FileText

dim TextPos

if WScript.Arguments.Count <> 5 then

   WScript.Echo "Usage:"

   WScript.Echo vbtab & "cscript ping_test.vbs <target IP address> <ping count> <failure count> <trigger IP address> <sleep time>"

   WScript.Echo vbtab & vbtab & "target IP address is the address to be pinged" 

   WScript.Echo vbtab & vbtab & "ping count is the number of times to ping in each loop" 

   WScript.Echo vbtab & vbtab & "failure count is how many pings need to be lost in order to send the trigger packet"

   WScript.Echo vbtab & vbtab & "trigger IP address is the IP address that is the trigger, a ping to that address will be sent"

   WScript.Echo vbtab & vbtab & "sleep time is the time to sleep in milliseconds between ping sets"

   WScript.Echo

else

   Set objFSO = CreateObject ("Scripting.FileSystemObject")

   TargetIPAddress = WScript.Arguments (0)

   PingCount = WScript.Arguments (1)

   FailureCount = WScript.Arguments (2)

   TriggerIPAddress = WScript.Arguments (3)

   SleepTime = WScript.Arguments (4)

   WScript.Echo "ping_test.vbs " & TargetIPAddress  & " " & PingCount & " " & FailureCount & " " & TriggerIPAddress & " " & SleepTime

   FilePath = "ping_trigger.temp"

   Set WshShell = WScript.CreateObject ("WScript.Shell")

   Do While (True)

      WshShell.Run "Cmd.exe /c ping " & TargetIPAddress & " -n " & PingCount & " > " & FilePath, 0 , True

      set objFile = objFSO.OpenTextFile (FilePath, ForReading)

      FileText = objFile.ReadAll

      objFile.Close

      TextPos = Instr (FileText, "Lost =")

      if (TextPos = 0) then

         WScript.Echo "Problem with ping_temp.temp file, cant find Lost count - QUITING"

         WScript.Quit

      else

         FileText = Mid (FileText, TextPos + 7)

         TextPos= Instr (FileText, " ")

         FileText = Mid (FileText, 1, TextPos - 1)

         WScript.Echo Now & "  <<" & FileText & ">>"

         if FileText >= FailureCount then

            WshShell.Run "Cmd.exe /c ping " & TriggerIPAddress & " -n 1", 0 , True

            WScript.Echo "Sending trigger and quiting"

            WScript.Quit 

         end if

      end if   

      WScript.Sleep SleepTime

   Loop

end if

REM === end of script === 

History:

Rev 0: September 26th. 2004

Rev 1: September 28th 2004 – changes made to reflect review comments

Rev 2: November 26th 2010 - added disclaimer to vbs script 

